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Cloud Computing ï Outsourcing storage & computation 

ÁHigh availability 

ÁNo IT maintenance cost 

ÁDecreased Costs 

ÁElasticity & Flexibility 
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Data breaches 
ü Unauthorized access to client data 

Data Loss 
ü Accidental or malicious destruction 

Account hijacking 
ü Stolen credentials 

Insecure APIs 
ü Adversary steals data from cloud 

Denial of Service 
ü Intolerable system slowdown 

Malicious insiders 
ü More powerful attackers 

Abuse of cloud services 
ü Adversary rents the cloud  

Insufficient due diligence 
ü Mismatched expectations 

Shared technology issues 
ü Adversary breaks out of the hypervisor 

CSAôs Notorious Nine ï From 2010 to 2013  
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ÁSecurity Models & Requirements 

üHonest but curious 

FConfidentiality & Privacy 

ÅData privacy  

ÅComputation privacy 

üMalicious 

FPrivacy + Integrity & Transparency 

ÅVerifiability 

ÁChallenge 

 

Clouds as Adversaries  

     To trust or how to trust? 

Do not cancel cloud advantages 

Lightweight operations at client side 

Cloud Security Big Data 
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ÁHonest-but-curious cloud 

üPrivacy preserving word search 

üPrivacy preserving de-duplication 

 

ÁMalicious cloud 

üProof of Retrievability 

 

Cloud Security Research at EURECOM 

[PETSô12, Tcloudsô13] 

[CloudComô13] 

[Under submission] 
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ÁChallenge 

üNo more physical possession of data  

üLack of resources at the client side 

ÁRelated work 

üDeterministic  

FVerification of the entire data Ý costly 

üProbabilistic   

F Tags for each block + random verification Ý Costly generation of tags 

F randomly located sentinels => limited verification 

ÁOur solution - StealthGuard 

üRandomly generated watchdogs 

üprivacy preserving search of watchdogs 

 

 

Proof of Retrievability - Overview 
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ÁHonest but curious cloud 

üPrivacy preserving word search 

üPrivacy preserving de-duplication 

 

ÁMalicious cloud 

üProof of Retrievability 

 

Cloud Security Research at EURECOM 

[PETSô12, Tcloudsô13] 

[CloudComô13] 

[Under submission] 
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ÁA concrete Scenario: Data retention  

üInternet Service Provider retains  

customersô log/access data (for 6 yearsé!) 

üExample: DNS logs (time, IP, hostname) 

ÁSave money: Outsource to cloud 

ÁChallenge 

üProtect customer Privacy against prying clouds 

FPrivacy: Encrypt log entries 

üSupport queries: ñHas x accessed y (at time z)?ò 

F Word Search 

üEfficiency: Leverage cloudsô massive parallelism 

FMapReduce 

Privacy preserving word search  
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